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Overview of the Client Linkage Functionality

Module 1: Overview of the Client Linkage Functionality

Client Linkage in CitiDirect® Online Banking provides users with the ability to perform functions across
clients with different client configurations and definitions. Thus, the key advantages of Client Linkage
are twofold:

* More flexible security management
» Cross-client interaction between related entities

As a gateway between related clients, Client Linkage can be one directional or multidirectional
depending on the client interrelationship. Client Linkage facilitates the movement of users across
related CitiDirect client entities without the need for multiple sign-ons or multiple sets of security
credentials. Since Security Managers may have different privileges, Client Linkage expands the security
administration functionality in order to support a customer’s need for centralized or decentralized
security management.

After the appropriate review has taken place between Citibank and your organization, the Client Linkage
solution can be implemented by Citibank for your use with CitiDirect. Additional client documentation
and access approvals may be required prior to activation of the Client Linkage configuration on
CitiDirect.

For Security Managers, the only visible change is in the process for assigning Access Profiles. For clients
that have client linkage capability, each Access Profile assigned to the user has the added dimension of
Client.

Note: Instead of being part of the User Profile Service Class, there is a separate Service Class —
User Entitlements. This change is implemented for all security management functions, not
just those with Client Linkage.

Examples are provided at the end of this document.

Responsibilities of Citibank Support of Client Linkage

The responsibilities of Citibank concerning Client Linkage are to configure the Client as specified by the
customer organization through contractual agreements, as well as provide training materials.

Citibank needs to complete the following before enabling Client Linkage:

1. Activate the customer. A customer requests Client Linkage as part of the services and functions
that Citibank activates for its CitiDirect customers.

2. Identify customer Security Managers. Citibank creates User Profiles for the customer’s initial
Security Managers, enabling them to access CitiDirect Online Banking with the proper security
credentials.

3. Distribute security credentials to customer Security Managers. Each Security Manager receives
a separate package of security credentials including a SafeWord™ Platinum card and a security
credential envelope that contains a SafeWord ID and a Personal Identification Number (PIN).



Client Configuration Option for Client Linkage Functionality

This presents a high-level concept of one directional and multidirectional for Client Configuration. A Client
Configuration setting enables users of a client to link to one or more client (specified in this setting).

There are several new terms associated with Client Linkage:

« Link Initiator: client where the configuration option is set. Users of this Link Initiator client can be
enabled to act on Link Participant clients

» Link Participant: client related to the Link Initiator granting access to its users
* Home Client: client where an individual's User Profile resides

Whether the relationship is one directional or multidirectional, each client in the relationship must be
configured by Citibank. If the relationship requires users to have cross-client access, this, too, must
be configured by Citibank. After being granted cross-client access, users are entitled through the
security management processes and procedures governing the linked clients.

Example 1

Client A is configured with Client B as participant. Only users of Client A can have cross-client access.

Example 1: One-Directional Configuration

Client A
Link
Initiator

Client B
Link
Participant




Example 2

Client A is configured with Client B as a participant. Client B is configured with Client A in its participant
list. Both users of Client A and users of Client B have cross-client access when linked to one another.

Example 2: Multidirectional Configuration

Client A Client A
Link Link
Initiator Participant

Client B Client B
Link Link
Participant Initiator




Aspects of Client Linkage

Module 2: Aspects of Client Linkage

Overview

For Security Managers, Client Linkage is an operational enhancement of the processes with which you
are already familiar. Many of the components of client security management are unchanged.

1. Access Profiles, User Profiles, Flow Controls, Libraries and client settings remain specific to each client.
2. The processes of building these profiles for each client are still the same.

What is critical to Security Managers who are entitling users with Client Linkage is a clear understanding
of their orientation with respect to the clients with whom the entitled users are linking. Security
Managers must always be aware of:

1. The home client to which the user belongs (i.e., where the user is located);

2. What they want the Client Linkage user to be able to do in the linked client environment and where
that action takes place. Since the rules governing each client in the link relationship may differ, it is
important to understand the context of the entitlement being granted (flow of the participant client,
etc.). In short, the Security Manager must be able to grant entitlements to the Client Linkage user
that properly function in the linked client environment.

In order to facilitate this entitlement process for Client Linkage, CitiDirect Online Banking provides some
new tools to the Security Manager — such as Client Linkage Inquiry.



Client Linkage Inquiry

You can view all the clients to which the selected client can link and be linked by performing the steps
listed. This also allows you to view the Access Profiles for each client and the users assigned to a
selected profile.

2 Citibirect - Online Banking | ie
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Client Linkage nquiny Last Login Date 05142010 115149 CITIMRECT CUSTOMER
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+ Inquiries
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* Required Field
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—

n Select the Inquiry Category on the navigation bar.

E Select the Access Management Inquiry Service Class on the navigation bar.
n Select the Client Linkage Inquiry Service Class on the navigation bar.

n Click Submit. The Summary tab displays.



The Summary tab appears.

A Citidirect - Online Banking | e
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The Summary tab displays the clients to which a client can link (Link Participants to the selected
client) and be linked (Link Initiators).



The Access Profile List tab appears.

A Citidirect - Online Banking | e

Cm CitiDirect® Online Banking CitiDirect Support Website
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H Select the Access Profile List tab.

The Access Profile List tab displays the associated Access Profiles for any selected client from the
Summary list.



The Client User List tab appears.

2 Citibirect - Online Banking | je
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Select the Client User List tab.

The Client User List tab displays the users associated to a particular Access Profile within the
selected Access Profile List.



Compare Access Profiles

citi

Favarite Reports

+ All Reporte
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* Accass Management
Access Prafie
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User Profie
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User Enttiements

CitiDirect® Online Banking

Access Profile Summany

Last Login Date 07082003 17:24:14 CITMIMRECT CUSTOMER

CitiDirect Support Website

{1} Access Profile Hame 2} Status
AFRD LIBDARY SMIME Processed
AUTHORIZERL Processed
COLLECTIONS Processed
FILE Processed
LIQUIDITIES Processed
SECURITY REPORTS Processed
SYSTEM ADMINISTRATOR Processed
TRADE FI Processed
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USERL Processed
WORLDLINE Processed
WORLDLINK FI Processed

A Citidirect - Online Banking
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| s GLOBAL FILE DELIVERY Processed
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PAYTHENTS MAKER PAYABLE Processed
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[ ]71 28 8 |

View Changes
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—

Note: Even though these clients are linked, they have their own specific Access Profiles for their
respective client. Access Profiles are derived from services available to each specific client.
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Compare User Profiles

A Citidirect - Online Banking | e
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Note: Even though these clients are linked, they have their own specific User Profiles for their
respective client. Individuals should have a single User Profile (within their home client) and
be granted entitlements to access profiles available in linked clients as required.
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Compare User Entitlements

2 Citibirect - Online Banking - | ie|
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Note: Even though these clients are linked, they have their own specific User Entitlements for their
respective client. User Entitlements within a client are specific to the User Profiles of that
client only. User Entitlements (the Access Profiles assigned to users) can be cross-client in
nature under Client Linkage.
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User Entitlements

For clients that can link to another client (Link Initiator clients), user entitlement can be granted to users
with respect to:

« A user’'s home client (the one in which they are being built)

+ Any clients to which their home client can link (Link Participant clients)

Note: A user must have entitlement to at least one Service Class in their home client.

The User Entitlements Summary screen appears.

2 Citibirect - Online Banking | ie|

CitiDirect® Online Banking CatiDirect Support Website
User Entitlernents Summary Last Login Date 07082003 17:24:14 CTIMRECT CUSTOMER
Authorization Req'd
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n Select the Access Management Category on the navigation bar.

H Select the User Entitlements Service Class.

Either select a row from the Summary screen to modify entitlements of a user
-OR-

Click New to assign entitlements to a new user. Use the Search dialog box to locate the new user.
Click Apply to assign the entitlements.

Note: Depending upon whether the user’s client is allowed to link to other clients, a different form
will be presented.
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The User Entitlements Detail screen appears.

2 Citibirect - Online Banking - | ie|

Farn
c | 'tl CitiDirect® Online Banking

Il User Entitlements Detail

CatiDirect Support Website

Last Login Date 07082003 17:24:14 CITIMRECT CUSTOMER

User Erfibiemenits CITIDIRECT CUSTOMER

CITIDIRECT CUSTOMER

SYSTEM ADMINISTRATOR
SECURITY REPORTS

CITIDIRECT CUSTOMER ONE ZECURITY MANAGER

Faworite Reports
All Reports First Name Midkdle Name Last Name
+ Inquiries [ [ |STSTER ADMINISTRATOR
= Access Managenvent
Access Profie M e L]
e [ |a0z-s55-1212 |1 Pemn's Way =
User Profie * Assigned Access Profiles
Cliert Preference 1) Chiert Hame Access Profile
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] Completed
b=

S O Trsted Intemal

H Click Add on the Access Profile sub-form to assign new entitlements.

The Library Look Up Dialog screen appears from which to choose Access Profiles.

CITIPIRECT CUSTOMER

CITIDIRECT CUSTOMER
CITIPIRECT CUSTOMER
CITIDIRECT CUSTOMER
CITIPIRECT CUSTOMER
CITIDIRECT CUSTOMER
CITIPIRECT CUSTOMER
CITIDIRECT CUSTOMER
CITIDIRECT CUSTOMER
CITIDIRECT CUSTOMER
CITIDIRECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE
CITIPIRECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE
CITIDIDECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE
CITIPIDECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE
CITIDIRECT CUSTOMER ONE

COLLECTIONE

TRADE FI

US DISBURSEMENTS

USERL

FILE

LIQUIDITIES

WORLDLINKE FI

WORLDLINE

AUTHORIZERL

AFFID LIBRARY SMINE
GLOBAL FILE DELIVERY
PAYMENTS MAKER PAVABLE
PATHENTE USER

PAYMENTS AUTHORIZER
TRADE AUTHORIZER TRA...
TRADE AUTHORIZER TRA. ..
TRADE INPUTTER TPADE...
TRADE REPORTING TRAD. .,
TRADE INPUTTER TRADE...
TRADE REPORTING TRAD, .,
GLOBAL REPORTING AND. ..

we Row 1 of 21 s= | (1342) sorted cobumns

A cross-client list of Access Profiles appears. This Access Profile function allows you to choose from
the list of the displayed Access Profiles. Click OK to return to the User Entitlements Detail screen.
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Note: Security Managers may assign new entitlements to users in this manner if the client is a Link
Initiator and the Security Manager has cross-client entitlement.

The User Entitlements Detail screen reappears, allowing you to complete assigning user entitlements.

2 Citibirect - Online Banking - | ie|

Farn
c | tl CitiDirect® Online Banking CitiDirect Support Website
Inbo User Entiflements Detail Last Login Date 07082003 17:24:14 CITIMRECT CUSTOMER
Favorite Reports [ ————s s —— | |
= All Reports First Name Midddle Name Last Name
+ Inquiries j1 | |STSTER ADMINISTRATOR
= Access Management
Access Profie M = oy
s | |soz-sss-1212 |1 Penn's Way =
User Profie ~ Assigned Access Profiles
Cliert Preference 1) Clent Hamve Access Profile
User Ertliements CITIDIRECT CUSTOMER SYSTEM ADMINISTRATOR
CITIDIRECT CUSTOMER SECURITY REPORTS
CITIDIRECT CUSTOMER ONE SECURITY MANAGER
== Row 0 of 3 == l (1)42) sorted columns
* Required Field
e = Returnto  Other
Cloze || Preferences | 2 ‘ @ | ﬁ | Submll  Delete  Mext o macy  Options
] Completed 5 © Tnstedtemal
.

H Click Submit in order to process your selections.

Note: If you are acting as Security Manager for a Link Participant, you will need to Execute Client
Linkage to link to the appropriate client before doing your Security Manager-type tasks
(Access Profile, User Profile, User Entitlements, etc.).
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Executing Client Linkage

The sequence of steps presented in the next few screens demonstrates how easy it is to link to clients.
The Client Linkage screen displays once the Client Linkage function is selected from the Preferences
menu. Only users that have cross-client entitlements will see the Client Linkage option on their
Preferences menu.

2 Citibirect - Online Banking - | ic|

Farn
c | 'tl CitiDirect® Online Banking CitiDire pport Website

Inbox My Preferences Last Login Date 07082003 17:24:14 CITIMRECT CUSTOMER
Favorite Reparts (e ] ||

= All Reports Senvice Class Name

+ Inquiries Global =]
= Access Management .
Access Profie Please select from the available preference criteria Current preference criteria values.
Flow Martenance - Regionsl Settings = w Regionsl Setings
Liser Frofie + Date Formsst = Date Format
Chacd Prlseencs 1 a;':nmramu 1 . I-lu;or:;w(mmnm]
g = w Amount Fom
e + Default Menu Options * None Specified
+ Defaul Apphcation = Otheer
+ Confirmstion Message Dispiay Options = Defull Menu Options:
+ Refresh Summary Options * Defast
* Inbo: Apphcations = w Dataull Apphcation
+ Uise flat meru structurs + Liser Profie

w Confirmation Me=sags Displsy Opions

* Require Lisar 1o Remove Dispisryed Confirmation Messages
w Refrech Summary Options:

* Refrash Summary View o inlial navigate only
w Inboix Applicalions:

§
8
i
;

My Preferences
Customizer

Favarts Reports
COE Contact Info

Chent Linknge:
7| &

] Completed
—_—

n This is the current client, CITIDIRECT CUSTOMER.
H Click Preferences on the bottom left of the screen (below the navigation bar).

Select the Client Linkage option on the Preferences menu.
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The Client Linkage screen appears.

2 Citibirect - Online Banking - | ie|

Farn
c | tl CitiDirect™ Online Banking CitiDirect Support Website
Inba Client Linkage n Date 07082003 17:24:14 CITIMRECT CUSTOMER
Favorite Reports Effective Client Current Effective Client Address
+ All Reports [cxrivTazer cusromzn [y Street
- Inquiries oy Towm
= Access Managenvent ::
Access Profie
Flow Maintenance:
User Profie = Link to (Client) Link to {Client) Address:
Sy Moy [czrmorazcr customsa owz fny Street
Uiser Ertbiemerts lAny Towm
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s
ciose || Prererences [ 2 |+ Requred Fieia
] Completed EX
e

n The Current Effective Client name field. This displays the current client.

H The Current Effective Client Address field. This displays the current client address.

n Click the Link to (Client) Library Look Up icon. This displays the chosen linkage client.
The Link to (Client) Address field. This displays the chosen linkage client address.

n Click Apply to link to the chosen client.

Note: In this example, the current client can link to only one client; thus, this information fills in
automatically. Otherwise, a Library Look Up dialog box displays where you:

» Choose the Client Name to which linkage is required

+ Click OK to link to the client chosen in the Library Look Up dialog box
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The Confirmation message appears.

-
P! Confirmation

You are now successiully linked fo CITIDIRECT CUSTOMER ONE. To
begin work make a selection from the Mavgation Bar Menu on the
left of thie screen.

n Click OK to acknowledge the successful linkage confirmation message.

This is the view of information that is changed according to the Linked Client.

A Citibirect - Online Banking | ie

~~
c | 'tl CitiDirect® Online Banking CatiDirect Support|Website
Inbiox Client Linkage Last Login Date 07/082003 17:24:14 CITINRECT CUSTOMER ONE

Favorke Reports Current Effective Client Current Effective Client Address
+ AllReports [cxrivTnzcr cusrouzn owx [y Street
+ Inquiries liny Town
= Maintenance =:
+ Access Management

= Link to {Client) Link to {Client) Address
Y|

Close " Preferences l ? | * Required Field
] Completed 5 © Tnsted Ttemal
—

m CITIDIRECT CUSTOMER has changed to CITIDIRECT CUSTOMER ONE, the Linked Client.

These fields have changed. Instead of the information for CITIDIRECT CUSTOMER, they now reflect
the information for CITIDIRECT CUSTOMER ONE, the Linked Client.

The navigation bar has refreshed to reflect your entitlements in the current effective client,
CITIDIRECT CUSTOMER ONE.

m These fields have cleared out.
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Examples of Client Linkage

Module 3: Examples of Client Linkage

In this section, you will read examples of how using Client Linkage can simplify global operations while
maintaining the security of those transactions.

Large Multinational Company (LMNC) Use Case

LMNC has the need to create a centralized security management organization. As the Link Initiator,

the North American office of LMNC creates a one-directional linkage to accommodate its centralized
security structure. With Client Linkage, the North American office can manage security and entitlements
for all the Link Participants in their various locations, such as LMNC Argentina, Columbia, Panama, Brazil
and Guatemala.

One-Directional Configuration

Link Participant

Each location will be responsible for execution and reconciliation of its transactions. However, because
this is a one directional linkage, the various LMNC locations will not be able to use Client Linkage to
access the North American location or any other LMNC location.
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In another scenario, a large corporation sought to reduce the heavy workload of central office Security
Managers. Its solution was to decentralize some security management functions due to increased
workload on the central office Security Managers. Using Client Linkage's multidirectional option,

the central office has control over all locations but can delegate the management of security and
entitlements to other offices for some of the Link Participants at their various locations.

Multidirectional Configuration

‘N Link Participant

Client Linkage has the flexibility to address both centralized and decentralized security management,
allowing greater control and responsiveness to all locations in an organization.
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Transaction Initiation Use Case

The Senior Treasurer of a food importer with offices in London, Strasbourg, Oslo, Beirut, Mumbai and
Hong Kong needs to authorize all payments involving currencies other than the local currency of that
office. If the transaction is in excess of a negotiated amount, many of the importer’s suppliers require
payment in either euros or U.S. dollars, depending upon the relative strength of each.

Using Client Linkage greatly simplifies and expedites this process. As the Link Initiator, the Senior
Treasurer is linked to the Link Participant offices in London, Strasbourg, Oslo, Beirut, Mumbai and

Hong Kong. As such, the Treasurer is entitled to authorize those transactions involving an exchange of
currencies efficiently and conveniently. Client Linkage eliminates the Senior Treasurer's multiple sign-
ons as a user in the London office, a user in the Strasbourg office, a user in the Oslo office, etc. Thus,
Client Linkage allows this food import company to leverage the foreign exchange expertise of its Senior
Treasurer across all locations.

Link Participant
o

“:‘\

Link Participants

J

=
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The authoritative and official text of this CitiDirect documentation shall be in the English language as used in the United States of America.
Any translation of any CitiDirect documentation from English to another language is done solely for the convenience of the reader, and any
inconsistencies or inaccuracies between the English text and that translation shall be resolved in favor of the English text.

These materials are proprietary and confidential to Citibank, N.A., and are intended for the exclusive use of CitiDirect® Online Banking
customers. The foregoing statement shall appear on all copies of these materials made by you in whatever form and by whatever means,
electronic or mechanical, including photocopying or in any information storage system. In addition, no copy of these materials shall be
disclosed to third parties without express written authorization of Citibank, N.A.

Customer shall be solely responsible for the use of any User identifications, passwords and authentication codes that may be provided to
it, from time to time, in connection with CitiDirect Online Banking (collectively, “User IDs"). Customer agrees to keep all User IDs strictly
confidential at all times. Customer shall immediately cease use of CitiDirect Online Banking if it receives notification from Citibank, or
otherwise becomes aware of, or suspects, a technical failure or security breach of the Platform. Customer shall immediately notify Citibank
if it becomes aware of, or suspects, a technical failure or security breach.
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